MHNEJAT'OI'AM Ob UH®OPMAIIMOHHOM BE3ONNACHOCTH

Korna peus 3axoaut 00 nHpopmaninoHHON 0€301aCHOCTH, OOBIYHO MBI HAYUMHAEM
JyMaTh O KOMIBIOTEPAX, CETAX, HHTEepHETe U Xxakepax. Ho mis oOpazoBaTenbHOM
cpeabl MmpooOsieMa CTOMT IIMpE: B OTPaXKICHUM Yydallerocss OT HHQpOpMaIuH,
KOTOpasi MOKET HETaTUBHO MOBJIUITH Ha ero (JOPMUPOBAHUE U Pa3BUTUE, TO €CTh
O Mpornarasjie pa3InyHON HaAPaBIECHHOCTH.

IHonsiTe MHPOPMALMOHHO 0€30MTACHOCTH

Ilon  uHpopManmoHHOW  OE30MACHOCTHIO  TMOHUMAETCS  3allUIIEHHOCTh
WHOOPMAITMOHHOW  CHCTEMBl  OT  CIYyYalHOTO  FJIH  TIPEeTHAMEPEHHOTO
BMEIIATENhCTBA, HAHOCAMIETO ymepd BiIagenbllaM WM  IOJH30BATEISIM
uHpopMaiuu.

Ha nmnpakTuke BaxkHEHIIMMHU SBJISIOTCS TpU acnekra HWHGOPMAIMOHHON
0€30MacHOCTH

e JIOCTYIHOCTH (BO3MOXKHOCTH 332 pa3yMHOE BPEeMs MOJYYUTh TPEOYEMYIO
UHPOPMAIMOHHYIO YCIYTY);

e IEJOCTHOCTh (AKTYaJIbBHOCTh W HEMPOTHBOPCYMBOCTH MH(POPMAIIHH, €€
3alIMIICHHOCTh ~ OT  Pa3pylIeHUsT W HECAHKIMOHUPOBAHHOIO
U3MEHEHHS);

e KOH(MUIECHIINATHLHOCTh (3amuTa OT HECAHKIIMOHUPOBAHHOIO
MPOYTCHUSA).

Hapyiienuss 10CTymHOCTH, HETOCTHOCTH U KOH(MUICHIIMATHLHOCTH HUH(POpMAIUU
MOTYT OBbITh  BbI3BaHbl  Pa3IMUYHBIMU  ONMACHBIMU  BO3JEHUCTBUSIMH  Ha
MH()OPMAIIMOHHBIE KOMITBIOTEPHBIE CUCTEMBI.

OcHoBHBIE Yyrpo3bl HHPOPMALMOHHOH 0€30I1ACHOCTH

CoBpemenHass HHGPOpPMAIMOHHAS CHCTEMa MPEJCTABISIET COOOM  CIIOXKHYIO
CUCTEMY, COCTOSIIYI0 M3 OOJIBIIOTO YHUCJIAa KOMIOHEHTOB Pa3IMYHOW CTENEHU
ABTOHOMHOCTH, KOTOpBIE CBSI3aHBI MEXIYy €000 M OOMEHUBAIOTCS TaHHBIMHU.
[IpakTyeckn  KaXabld  KOMIOHEHT MOXET MOJIBEPTHYTHCSI ~ BHEUIHEMY
BO3JCHCTBUIO WM BBIUTH U3 CTpPosi. KOMIOHEHTHI aBTOMAaTU3UPOBAHHOU
MH()OPMAIIMOHHON CUCTEMBI MOKHO pa30UTh Ha CIEAYIOUIUE TPYIIIbI:
Annapammusle cpedcmea. IT0 KOMIIBIOTEPHI M KX COCTABHBIC YacTH (IPOIIECCOPHI,
MOHUTOPBI, TEPMUHAJIBI, TIepUdEepUitHbIE YCTPOMCTBA — MIPUHTEPHI, KOHTPOJIIEPHI,
Ka0eJH, JTMHUU CBS3H U T.JI.);

Ilpocpammnoe obecneuenue. 370 TPUOOPETCHHBIE MPOTPaMMBbl, HCXOIHBIE,
OOBEKTHBIE, 3arpy304Hble MOJYJIH, OIEPAIMOHHBIE CUCTEMBl U CHCTEMHBIE
nporpaMMbl (KOMIWISATOPBI, KOMITOHOBIIUKH H Jp.), YTHIIUTHI, TAArHOCTHYECKUE
MpOorpaMMsbl U T.1.;

Jlannsie, XxpaHuMble BPEMEHHO M TOCTOSIHHO, Ha JAMCKax, (udIIKax, MedyaTHBIE,
apXUBBI, CHCTEMHBIE KYpPHAJbI U T.]I.;

Ilepconan. [lonb3oBarenu, CUCTEMHBIE aIMUHUCTPATOPHI, MPOTPAMMHUCTHI U JIP.



OmnacHble BO3JEHCTBUS Ha KOMIIBIOTEPHYI0O MH(POPMAIMOHHYIO CUCTEMY MOXHO
noApa3fAeianuTh Ha  clydailHble U TNpeJHaMEepeHHble. AHamuW3  OMbITa
MPOCKTUPOBAHMS, HM3TOTOBJICHUS U OJKCILUTyaTallu HHPOPMAIMOHHBIX CHCTEM
MOKa3bIBAET, UTO HHPOpMAIUs TMOJBEPraeTcsl pa3UyHbIM  CIy4ailHbIM
BO3JICUCTBUSM Ha BCEX 3Tanax IUKIA KU3HU cUCTeMbl. [IpuumHaMu ciydaiHbIX
BO3JICUCTBUI MPU IKCIUTyaTaIl[UU MOTYT OBITh:

e aBapuiHBIC CHUTyallUUd H3-32 CTUXUMHBIX OCJACTBUM U OTKIIOUYECHUU

AJIEKTPOINUTAHNS,

e OTKa3bl U cOOM ammapaTyphbl;

e OIIMOKH B MIPOTPAMMHOM OOECIICUCHHH;

o oOlUOKH B paboTe mepcoHana;

e TIOMEXU B JIMHMSAX CBS3U M3-32 BO3JICHCTBUM BHEITHEH CPEIIbI.

[IpenHamepeHHbIE BO3AECHUCTBUSA — 3TO LIEJICHAIIPABICHHBIE ICUCTBHS HAPYIIUTEIIA.
B kauecTBe HapylmuTeNsi MOTYT BBICTYIATh CIYXallui, MOCETUTENb, KOHKYPEHT,
HaeMHHUK. [[eficTBUSI HApYIIUTEIS MOTYT OBITh OOYCIOBJIEHBI pa3HBIMU MOTHBAMMU:

e HEJIOBOJBCTBOM CITYXAaILETO CBOEH Kapbepoil;

e B3ITKOH,

e JIOOOIIBITCTBOM,;

e KOHKYpPEHTHOU 00pHOOIi;

e CTPEMIICHHEM CaMOYTBEPAUTHCS JIFOOOU 1IEHOM.

MOHO COCTaBUTh TUIIOTETUYECKYIO MOEIb TOTEHIIUATBLHOTO HAPYIITUTES:
o KBaIM(UKAIUMS HAPYIIUTENISI HAa YpOBHE pa3paboTuuka JaHHOU
CUCTEMBI;
e HapyUIUTEIEM MOXKET ObITh KaK MOCTOPOHHEE JIMIO, TaK M 3aKOHHBIN
MOJIb30BATENb CUCTEMBI,
e HApPYLIUTEIO U3BECTHA MH(MOPMALIMS O MPUHIIUTAX PaOOThl CUCTEMBI,
e HapyLIUTEIb BEIOMpaET Haubosee ciaboe 3BEHO B 3alUTE.

Haubonee pacrnpocTpaHeHHBIM M MHOTOOOpa3HbIM BHUJOM KOMIIBIOTEPHBIX
HapyIICHUI SBISETCS HECAHKIMOHUPOBAHHBIA AOCTYI. HecaHKIMOHUpPOBaHHBIM
JIOCTYIl UCIOJNB3YyeT JIIOOYI0 OMMOKY B CHUCTEME 3alllUThl M BO3MOXEH IMpHU
HEpalMOHAJIBbHOM BBIOOpPE CpENCTB 3alllUThl, UX HEKOPPEKTHOM YyCTAaHOBKE U
HACTPOMKE.

[IpoBeneM kilaccupUKaAUIO KaHAJOB HECAHKIMOHUPOBAHHOIO JOCTYMa, IO
KOTOPBIM MOXHO OCYIIECTBUTh XHIICHHUE, W3MECHEHUE WM YHUYTOXKECHUE
uH(popMaruu:
Yepes uenoseka:

e XUIEHHE HOCHUTEeNIeH nHbOpMaInH;

o uTeHue UHPOPMAIIUU C IKpaHa WU KIABUATYPHI,

e uTeHHe UH(GOPMALIUK U3 PACTICUATKH.
Yepes npocpammy:

e IIEpEXBAT MAPOJIEH;

o nemudpoBka 3amudpoBaHHON HHPOPMAIIUH;

e KONUPOBaHUE UHPOPMAIUU C HOCUTEIIS.



Yepes annapamypy:
o TIOAKIIOYEHHUE CHEIUATIBHO pa3pa0O0TaHHBIX ammapaTHBIX CPEACTB,
o0ecrnieunBarOIIMX JOCTYN K HH(POpMAIUH;
e TepexBaT MOOOYHBIX ANEKTPOMATHUTHBIX W3IYYEHUU OT ammapaTyphl,
JIMHUU CBS3H, CETEH AJICKTPONUTAHUS H T.1.

Oco060 crnegyer OCTAaHOBUTHCS Ha YIrpo3ax, KOTOPBIM MOTYT MOJIBEPraThbCs
KOMIIbIOTepHBIE ceTh. (OCHOBHass OCOOCHHOCTH JIIOOOM KOMIIBIOTEPHOU CETH
COCTOMT B TOM, YTO €€ KOMIIOHEHTBHI pacmlpeacicHbl B mpocTpaHcTBe. CBS3b
MEXKy y3JIaMU CETU OCYIIECTBIsAeTCS (PU3UYECKH C MOMOIIBIO CETEBBIX JIMHUN U
MpOrpaMMHO C TIOMOIIBI0O MeXaHu3Ma cooOmieHui. I[lpu 3ToM ympaBmstonme
COOOIIEHUS U JaHHBIE, TIEpPEChlIaeMble MEXY y3JaMU CETH, MEPEIatoTCsa B BUJE
nmakeroB oOMeHa. KommbploTepHbIE CETH XapaKTepHBI TEeM, YTO MPOTHB HUX
NpeANPUHUMAIOT TaK Ha3blBa€Mble yNalieHHble aTaku. Hapymurenb MOXeET
HaxXOJUTHCS 3@ THICSYM KHIOMETPOB OT aTakyemMoro oO0BEeKTa, MpU STOM
HaMmaJeHUI0 MOXKET IOABEPrarhCsi HE TOJIBKO KOHKPETHBIH KOMIBIOTEp, HO H
nH(pOpMaIHs, TTepeIarolasics M0 CETEBBIM KaHAIaM CBSI3H.

Oobecnneyenre MHGOPMANMOHHOH 0€30MIACHOCTH

dopmupoBanue pexuMa HHOOPMALMOHHOW Oe30mMacHOCTH — Mpodiiema
KOMITJIEKCHast. MephI 10 ee PEIIeHUI0 MOYKHO TIOIpa3eNTh Ha MSATh YPOBHEH:
1. 3akonooamenvhutil . ITO 3aKOHBI, HOPMATUBHBIE aKThl, CTAHJIAPTHI U T.I.

HopmaTtuBHO-1ipaBoBasi 6aza onpenesnsonias NopsaoK 3alluTbl HHPOpMAIUU:
2. Mopansno-smuueckuii. BceBO3MOXHBIE HOPMBI TTOBEACHUS, HECOOIOACHHEC
KOTOPBIX BEAET K TMaJEeHHUI0 MPECTUKa KOHKPETHOTO 4YeJOBEKa WU LEeJIon
OpraHu3aIuu.
3. Aomunucmpamuenuiii. JleiictBuss oO0IIero XapakTepa, NpeaNpUHUMAEMEIE
PYKOBOJCTBOM Opranu3anuu. TakuMu TOKYMEHTaMU MOTYT ObITh:
e TMPUKA3 PYKOBOJUTENS O Ha3HAUYEHHH OTBETCTBEHHOIO 3a O0ECIeueHHE
MH(POPMAIIMOHHON 0€30MaCHOCTH,
e JIOJDKHOCTHBIE  OOSI3aHHOCTM  OTBETCTBEHHOTO 3a  OOecleueHue
MH(POPMAIIMOHHON 0€30MaCHOCTH,
e TEpEUCHb 3alUIIAEMbIX HH()OPMAIIMOHHBIX PECYPCOB U 0a3 JaHHBIX;
e HMHCTPYKIUIO, ONPEIEIAIONIYI0 MOPSIOK MPeaoCcTaBIeHUs HHDOpMaIu
CTOPOHHUM OpraHu3alysIM IO HX 3ampocaM, a TaKXKe IO MpaBam
JIOCTYTIa K HEW COTPYTHUKOB OpTraHU3allUH.
4.  Qu3uueckuii. MexaHu4yeckue, DJJEKTPO- H  BJIEKTPOHHO-MEXAaHUUYECKUE
NPENsATCTBUSL HA  BO3MOXHBIX MYTSIX MPOHUKHOBEHUS  MOTEHIMATbHBIX
HapyLINUTEIEH.
5. Annapamno-npozpammmuestii (3NSKTPOHHBIE YCTPOWCTBA W  CIEIUATBHBIC
IPOTrPaMMBbI 3aIIUTHI HH()OPMAIINH).

[TpuHsaTBIE MEpHI IO CO37aHUI0 0€30MaCHON HH(POPMAIMOHHON CUCTEMBI B LIKOJIE:

« (OOecneueHa 3aIuTa KOMITBIOTEPOB oT BHEIIIHUX

HECAHKIIMOHUPOBAHHBIX  BO3ACHCTBHIA  (KOMIIBIOTEPHBIC  BHPYCHI,
JIOTUYecKre O0OMOBI, aTaKh XaKepoB U T. 11.)



o YCTaHOBJIEH CTPOTHM KOHTPOJH 3a DJICKTPOHHOM IMOYTOM, oOecreueH
HOCTOSIHHBIN KOHTPOJIb 3a BXOAIIeH U UCXOJIAIIEN
KOPPECITOHICHIINEN.

e YCTaHOBJIEHBI COOTBETCTBYIOIIME Mapoin Ha nepcoHanbHbie [1K.

o Hcnonb3oBaHbl KOHTEHT-(QUIABTPHI, M (QUIbTpAllUM CAMTOB MO HX
COAEPKUMOMY.

Enunas COBOKYMHOCTh BCEX 3THX MeEp, HANpaBICHHBIX Ha MPOTHUBOJEHUCTBHE
yrpo3aM 0e30IaCHOCTH C IIeJIbI0 CBEJCHUSI K MUHMMYMY BO3MOXKHOCTHU yIIepoa,
00pa3yloT CUCTEMY 3aILMTHI.

CrenuanucThl, UMEIOIINE OTHOIICHUE K CHUCTEME 3alllUThl JIOJKHBI MOJHOCTHIO
NpEeACTaBIATh ce0e MNpUHIUNBl €€  (YHKIHMOHUPOBAHUS U B Clly4yae
BO3HUKHOBEHUSI 3aTPYIHUTENBHBIX CHUTYallMil aJ€KBATHO HA HUX pPEarupoBaTh.
[Tox 3amuTol AOMMKHA HAXOAUTHCS BCSL cUcTeMa 00padOTKU UHPOPMAITUY.

Jluna, 3aauMaromuecs odbecredeHneM HHPOPMaIMOHHON 0€3011acHOCTH, JOJKHBI
HECTU JIMYHYIO OTBETCTBEHHOCTb.

Hanexxnass cuctema 3aliMThl JOMKHA OBITh TOJHOCTBIO MPOTECTUPOBAHA U
corjacoBaHa. 3amura cTaHOBUTCS Oojee »(ddexkTuBHON M THOKOM, eciu oOHa
JOMYCKAeT U3MEHEHHUE CBOUX MapaMeTPOB CO CTOPOHBI aJIMUHUCTPATOPA.

B 3akmroueHne cBoero aokiaga XoTenoch ObI JaTh HEKOTOPBIE PEKOMEHIAIIUH TI0
opraHuzaiuu padboThl B UH()OPMAIIMOHHOM MPOCTPAHCTBE, UTOOKI yOoepeub ceds 1
CBOUX OJIU3KUX OT UHTEPHET-MIPECTYITHUKOB.

PexoMenaanuu no opraHnu3anuu padoTbl B HHPOPMALIMOHHOM NMPOCTPAHCTBE

1. Ilepen HauanoMm pabOThI HEOOXOAUMO YETKO CPOPMYIUPOBATH 1I€JIb U BOIPOC
noucka uHGOpMaIluu.

2. JKenmatenpbHO BBIPA0OTATHh ONTUMAIBHBIA AJTOPUTM TOWCKAa HWH(POpPMAIUU B
cetn HTEpHET, YTO 3HAYUTEIBHO COKPATUT BPEMSI M CHIIbI, 3aTPAYCHHBIE Ha
TTOUCK.

3. 3apaHee yCTaHOBUTHb BpeMeHHbIH JMUT (2-3 daca) paOOTBl B
UHGOPMAITMOHHOM TPOCTPAHCTBE (MMPOCMOTP TeNenepenayu, ureHue, HTepHeT).

4. Bo Bpemsi pabOThI HEOOXOAMMO JeNaTh MmepepbiB Ha 5-10 MUHYT mist CHATHS
(bU3UYECKOTO HANPSHKEHUS U 3PUTENHHON HArPY3KHU.

5. Heo6xoammo 3Hath 3-4 ynmpaKHEHUS JJIsl CHATHS 3pUTEIBHOTO HANPSDKEHUS U
(u3HYECKON YCTAIOCTH.

6. Paboratp B XOpOWmIO TPOBETPEHHOM MOMEIIEHUH, TPU ONTHMAIHLHOM
OCBEILIEHUU U B YAOOHOI Mo3e.

/. He cTouT IETKOMBICIEHHO OOpallaTthCcsi CO cHaM-UCbMaMu M 3aXOJUTh Ha
HeOe3omacHble BeO-callThl. J{J11 MHTEPHET-IPECTYMHUKOB Bbl CTAHOBUTECH JIETKON
n00bIYEH.



8. Ilpu perucTpanuu B COIMAIBHBIX CETSIX, HE YKa3bIBAUTE CBOW MEPCOHAIBHEIC
JAHHbIC, HAITPUMED: aAPEC WU JE€Hb POKJICHHUS.

9. He ucmonp3yiiTe B IOTHHE WU TIApOJIe TIEPCOHATBHBIC TAHHBIC.

10. Bce 5T0 mO3BOJSIET MHTEPHET-MPECTYIHUKAM MOJYYWTh JAHHBIE JOCTYIa K
aKKayHTaM 3JIEKTPOHHOM IOYTHI, a Takxke HHPuuupoBarh nomamHue [IK s
BKJIFOUEHHSI MX B OOT-CETh WJIM JJIsl MOXHUILEHHUsS] OAHKOBCKUX JIaHHBIX POJUTENEH.

11. Co3zpaiite coOcTBeHHbIM Npoduib Ha KOMIIbIOTEpPE, UYTOOBI 00€30MacCUTh
nH(pOpMaIHIO, XPAHIIIYIOCS HA HEM.

12. He 3a0biBaiiTe, 4TO (pakThl, 0 KOTOPHIX BBl y3HaeTe B VHTepHETE, HYXKHO
OY€Hb XOPOILO MPOBEPUTH, €CIIM BHIOYJETE MCIOIL30BaTh UX B CBOEH JOMaIIHER
pabote. llenecooOpa3Ho CpaBHUTH TPpH HMCTOYHHMKA HH(POPMAILMH, MPEXKIE UYeM
PENINTh, KAKUM NCTOYHHKAM MOYKHO JTOBEPSTh.

13. O gocroBepHOCTH WH(POPMAIIUU, TTOMEIICHHOW HA CalTe MOXKHO CYIUThH TIO
caMoMy caiiTy, y3HaB 00 aBTOpax caira.

14. Pasmemas undopmanuio o cede, cBoux OMM3KUX W 3HAKOMBIX Ha CTPaHMIIAX
COIMAIBHBIX CETEH, CIPOCUTE MPEABAPUTEIBLHO pa3pelieHue y TeX, 0 KoM OyAeT
sTa uHpopMaIus.

15. He cnemyer pa3sMmemiarh Ha CTpaHullax BeO-caliToB cBou Qotorpadhun u
dboTtorpadun cBOMX OJU3KUX M 3HAKOMBIX, 32 KOTOpPHIE BaM MOTOM MOXET OBITh
CTBIJTHO.

16. CoOmromaliTe mpaBuiaa OSTHKKA Tpu oOmeHuu B VHTepHETe: TpyOOCThH
MPOBOIUPYET JIPYTUX HA TAKOE K€ MOBEJCHUE.

17. Ucnonw3ys B cBoedl paboTe Marepual, B3ATbIA M3 HHPOPMAIMOHHOIO
UCTOYHMKA (KHHTA, MEpPHOJNYecKas Ievarh, MHTEepHeT), cleayeT yka3aTh 3TOT
HMCTOYHUK MHQPOPMAIIMU WIH ClIeJIaTh Ha HETO CCBUIKY, €CIM MaTepuan ObUl BaMu
nepepadoTaH.



